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Abstract 

Smart Home, also known as Home IoT, refers to the product, service and solution remotely moni-toring, 

controlling and operating domestic devices through the connection to the wireless network with mobile phones 

and computers. Smart Home has been developed into diverse versions, however its security still owns 

vulnerability in its device, network and privacy. Considering Smart Home security employs Public network, thus 

it is relatively more vulnerable than the ones, such as Smart Factory with Private network. Smart Home devised 

for convenience and safety of lifestyles may result in a disaster in private lives, if its security vulnerability is not 

resolved. The thesis examines past security threat cases in Smart Home environment, analyzes them in three 

different aspects – device, network and privacy – then would propose a counter-measure against the threats. 

[Keywords] IoT, Smart Home, Hacking, CCTV, Security  

 

1. Introduction 

On June 2015, an Internet website expos-
ing 9,187 CCTV videos of 117 countries 
throughout the world was captured. Among 
the hacked CCTVs, 344 are installed in South 
Korea – on public streets, pathways around 
housing, significant government facilities, tu-
ition centers, hospitals, offices and house-
holds. People, who know the website, could 
monitor the real-time CCTV videos every-
where in the world, and even could record 
and remotely control them[1]. Furthermore, 
household electricity charge had become 0 
due to hacking on apartment management 
system of a metropolitan apartment, and an-
other apartment doors had been disabled by 
the Internet malfunctioning[2]. Picture 1 is 
the petition content in National Petition 
Board of the Blue House on February 2019. 

Thanks to the advancement of information 
and communication, and development of 
connectable devices to the network, develop-
ment and distribution of distribution of IoT 

and Smart Home have been accelerated. 
From domestic electronic devices to security 
units, and heating or lighting system, various 
connectable devices to the Internet are de-
vised, thus Smart Home is closely and specif-
ically adhered to daily lives. Smart Home is 
domestically utilized – the most privately 
linked to a personal lifestyle – and is continu-
ously being advanced, generating positive in-
fluences, however, its security is still vulnera-
ble, and the users are exposed to diverse de-
vice, network and privacy threats[3]. If the se-
curity vulnerabilities of Smart Home, devised 
for convenience, life quality increase and 
safety, are not solved, then a huge disaster 
may be foreseen. As significance of privacy 
and safety of Smart Home are being highly 
raised, the thesis would analyze the security 
threats and suggest a responsive measure. 
The thesis consists as followings. Chapter 2 il-
lustrates IoT and Smart Home, then observes 
Smart Home security threat cases. Chapter 3 
analyzes Smart Home threats into device, 
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network and privacy aspects. Chapter 4 pro-
poses a responsive measure against the 
threats, then the chapter 5 draws a conclu-
sion. 

Figure 1. Petition of national. 

 

2. Relevant Research 

2.1. IOT and smart home 

IoT(Internet of Things) is a future Internet, 
and is an interoperable communication pro-
tocol with both physical and virtual identi-
fier[4]. IoT, based on existing wireless com-
munication, is an advanced model over the 
Internet or the mobile Internet, exchanges 
data without a human intervention, and pro-
cesses information. Having no reliance on hu-
man control, but exchanging data among 
things, both Ubiquitous and M2M(Machine to 
Machine) are similar, however, M2M focuses 
on communication among things and humans. 
Therefore, IoT, having the notion of M2M as 

a basis, has developed into a concept to in-
teroperate with things and all data in both 
physical and virtual world, by broadening the 
area into the Internet[4]. Areas of IoT appli-
cation has expanded from wearable devices, 
attaching on a body or putting on a watch on 
the wrist, to home appliances, cooperative 
system, smart car, smart home and smart city 
– that is, from micro to macro environment[5].  

3 major technologies applied in IoT is sens-
ing, acquiring data from things and surround-
ing environment, wire or wireless communi-
cation and network infrastructure, support-
ing the connection between things and the In-
ternet, and service interface, converging dif-
ferent technologies to manufacture and pro-
cess data in accordance with adequacy of 
each service field and form[3]. <Table 1> is 
Service case of IoT[6]. 

Smart Home, also known as Home IoT, re-
fers to product, service and solution which 
household domestic devices can remotely be 
monitored, controlled and operated by mo-
bile devices or PC through an Internet inter-
links[7]. Smart Home deals with various fields 
and its boundary has been broadened. 
Households with Smart Home services inte-
grated home appliances, including TV, air 
conditioner and refrigerator, energy con-
sumption units, such as water, electricity and 
cooling or heating, and security devices, - se-
curity lock, for example - into a single net-
work, thus its monitoring, control and opera-
tion can be performed with no time or spatial 
restriction[7].  

 

Table 1. Service case of IoT[6]. 

Field Service content 

Energy 

Intellectual integration service of distributed generators to balance adequate consump-
tion and demand, as well as providing data to power distribution company and custom-
ers, by constant measurement on new renewable energy, electrical grid, and electricity 
and energy consumption. 

Transportation 
Application technology to provide innovative service managing different transportation 
and their system with better safety and convenience by users. 

http://www.j-institute.com/
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Manufacturing 
Real-time integrated processing system reforming and assembling required data in all-
process for higher usefulness and application. 

Medical 
Establishment of public and personal medical system to improve accessibility of pa-
tients and medical teams to medical services via advanced application devices(mo-
bile/smart device, sensor and actuator). 

Public 
Establishment of real-time information system to offer higher level of public service and 
data for civil safety. 

Customer service 
Provision of personal customized application service which can interoperate private life 
and technologies from purchase to entertainment. 

Smart home 
Application system relevant to buildings, which their lighting, heating and home appli-
ances can remotely be controlled by smart-phones and mobile devices. 

Finance 
Intellectual integrates system that is applicable to various finance markets such as bank-
ing, insurance, real estate and loan. 

   

1.2. Smart home security threat cases 

Smart Home security, utilizing Public netw
ork, is respectively more vulnerable to thre
ats than Smart Factory, using Private netwo
rk. Followings are Smart Home security thre
at cases. 

Figure 2. Smart home service. 

 

1.2.1. Violation of iron and electric kettle 
case 

An iron and an electric kettle made in 
China with a spy microchip installed were 
identified in Russia. Once the device is linked 

to the wireless network, malignant codes and 
span mails can be disseminated, and private 
information collected through tapping may 
be transmitted via the network. The number 
of the units identified reached over 30 and 
would be higher considering unidentified 
ones. If zombie PCs are produced via malig-
nant codes distributed by the units, the PCs 
can be utilized for large-scale hacking at-
tacks[3][6]. 

1.2.2. Violation of vulnerability abuse of 
thingbots 

Thingsbots are the Smart TV, refrigerator 
and device that are linked to the Internet 
used for phishing and spam mail transmission 
due to hacking[8]. In 2016, a large-scale DDoS 
attack was committed to over 1200 US major 
agencies, including Twitter, Netflix and The 
New York Times. Thus, the websites had been 
disabled. The attacker sent the Mirai malig-
nant code through Thingbots, the code in-
fected IoT devices with their initial ID/PW un-
changed by acquiring the administrator ac-
cess[6][8][9]. 

1.2.3. Violation of monitor camera case 

http://www.j-institute.com/
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According to BBC in the United Kingdom, 
an obscene sound was output from a house-
hold monitoring camera designed for tod-
dlers in Texas, the United States, and this was 
a case of vulnerability abuse of FOSCAM 
product to produce obscene noise. The case 
was a violation case of abusing firmware and 
software weaknesses discovered[6].  

1.2.4. Violation of home appliance case 

Referring to Proofpoint, a US security com-
pany, since 2013 to the early 2014, 750 thou-
sands of phishing and spam mail were trans-
mitted via IoT home appliances such as home 
networking router, smart TV and refrigerator 
throughout the world. Attackers abused the 
mailing function installed in IoT home appli-
ances connected to the Internet and sent 
phishing and malicious mails. In addition, 
smart TV was hacked and live-broadcasted in-
side of an entire household through a camera 
installed in its home appliance. There were 
other cases, which order number of TV home-
shopping has randomly been changed, and 
collecting and changing significant data such 
as image, video, sound, credit card number, 
bank account number and location data – 
leading to further damages[10]. 

1.2.5. Privacy infringement case via CCTV 

 Over 73000 personal CCTVs throughout 
the world were hacked and broadcasted in 
real-time. Over 6000 CCTVs hacked were 
placed in South Korea, which was found to be 
the second largest in the number of victims in 
the world. It was, at last, discovered to be an 
intention of the website operator to empha-
size the importance of security, however, the 
case proved that not only restaurant, café 
and streets, but also personal privacy may be 
looked through if one wishes to[6].  

 

2. Smart Home Security Threat 

2.1. Device security threat  

Attackers disguise unauthorized device 
into an authorized one, thus can input malig-
nant code into wireless network and counter-
feit or falsify data tapped from authorized de-

vices. Smart device with malignant code be-
comes a zombie device, generating DDoS at-
tack, then other smart devices linked to the 
same home network with the PC get infected, 
hence secondary damage occurs. Counter-
feiting or falsifying data from authorized de-
vice may enable further counterfeiting of de-
vice authorization process and outcome, thus 
inadequate service may be practiced. Fur-
thermore, by tapping data between devices 
via wireless network, an attacker can capture 
important data from Smart Home. 

2.2. Network security threat 

Smart Home, utilizing wireless network, 
controls home appliances, thus should estab-
lish a password to prevent risk of its data be-
ing tapped. IP Spoofing is a method to attack 
system to disguise unauthorized user as an 
authorized one by pirating the data origin, 
transferred from internal to external network, 
threatening Confidentiality of data. The Inter-
net fundamentally is operated based on a cli-
ent/server structure. User accesses to the 
central server and received data, the data set 
is not entirely transferred at once, but by 
small units segmented, so-called packet. The 
segregated packets go through several de-
vices till its reception to the user, and the de-
vices may tap and counterfeit the packet con-
tent. This is called Man-in-the-Middle attack. 
Attacker located in-between smart TV and 
web-server may try unauthorized reading, 
data counterfeit and falsification attacks by 
approaching to the data being transmitted. 

2.3. Private information-related security 
threat 

As convenience offered by Smart Home, 
controlling home appliances connected to the 
wireless Internet, gets enhanced, concerns 
on privacy violation by hacking and infor-
mation leakage are growing. As IoT develops, 
the number of smart devices to collect per-
sonal data increased, thus considering the 
large amount of accumulated private infor-
mation and its broad application in many di-
rections, growing demand in privacy protec-
tion is inevitable[11]. Home appliances for 
Smart Home collect and store situational 
data(any human movement inside the hous-
ing, room temperature, humidity, lighting 
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brightness, CCTV, gas valve detection, elec-
tricity consumption, absence state and list of 
home appliances) inside households via at-
tached sensors. Likewise, all devices used for 
Smart Home can be exposed to security 
threats – personal information leakage and 
privacy infringement.  

 

3. Responsive Measure against Smart 
Home Security Threat 

3.1. Measure against device vulnerability 

  Security issues in devices are access by 
an unauthorized device, data counterfeit and 
falsification, and personal information leak-
age. To cope with such device security threats, 
first, only authorized device must be allowed 
for an access to Smart Home network. Cross-
certification is executed with all devices used 
for Smart Home, all users using the devices go 
through a user authentication. Second, pre-
vent any device access with its integrity dam-
aged via integrity check. Integrity of all data 
transmitted and received between devices 
are confirmed by applying one-way hash 
function. Third, by using the intrusion detec-
tion technique for Smart Home service, any 
device attempting an irregular access is forci-
bly blocked out. Monitoring Smart Home, de-
tection for any device with irregular action is 
performed. Fourth, a password is set for all 
devices as a basic step, then the established 
password is periodically changed. Fifth, all 
data transferred to the network is encrypted 
based on a public-key cryptosystem. 

3.2. Measure to ensure network security  

To ensure security between networks in 
Smart Home, devices connected to the net-
work should be trustworthy to each other, 
tapping by a 3rd party should be prevented 
during their data transmission, and even if 
they are exposed to tapping attacks, the at-
tacker must not be able to know the tapped 
contents. To deal with the network security 
threats, first, for non-repudiation of data 
transmission-reception among devices, digi-
tal signature or electronic envelop methods 
are used. Second, for integrity of data being 
transmitted, one-way hash function is applied, 

and practice symmetric-key algorithm or pub-
lic-key cryptosystem to preserve the data 
confidentiality. To safely perform data en-
cryption, different password key is utilized in 
each session, and any key, considered signifi-
cant for the encryption, is distributed in ad-
vance and stored in devices. 

3.3. Measure for private information pro-
tection 

Measure to protect personal information 
stored in Smart Home device as followings. 
First, authority to access to Smart Home de-
vices must be restricted. By employing vari-
ous user authentication techniques based on 
IP, ID and biometrics to users attempting an 
access to devices, only authorized users can 
access to the devices. Second, all devices con-
nected to Smart Home should utilize a pass-
word. Password is the most basic way to pro-
tect privacy. The password should periodi-
cally be changed, complicatedly structured, 
thus its stability must be enhanced. Third, 
personal information stored in devices should 
be stored in compliance with public-key cryp-
tosystem. If attackers cannot decrypt the ac-
quired private information from devices, it 
the data becomes useless. Fourth, access his-
tory of users to devices should be kept and 
managed. Storing and managing the history is 
to identify any access or action by attackers, 
attempting an illegal access to devices via 
counterfeiting as users. 

4. Conclusion 

Due to development of information and 
communications and commercialization of 
smart devices, Smart Home technology and 
service, using IoT, has more rapidly been de-
veloped and distributed. Smart Home enables 
a wide range of devices – from home appli-
ances to security devices, heating and lighting 
system – be connected to the Internet, thus 
human life quality has been enhanced. How-
ever, Smart Home security technology is still 
insufficient, hence individuals and house-
holds using Smart Home are being exposed to 
security threats in many aspects, including 
device, network and privacy infringement. 
The thesis observed the actual security threat 
cases, in terms of Smart Home uses, analyzed 
any probable security threats in Smart Home 
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environment into device, network and pri-
vate information prevention categories, then 
suggested their sequent responsive measures. 

First, to cope with device security threats, 
1. Cross-certification to devices. 2. Blocking 
any device with damaged integrity. 3. Block-
ing any irregular access to devices. 4. Set a 
password. 5. Encryption of all data. are pro-
posed. 

Second, to deal with network security 
threats, 1. Application of digital signature and 
electronic envelop for non-repudiation of 
data transmission. 2. Application of one-way 
has function to protect data integrity and 
maintain data confidentiality by using en-
crypted data. 3. Change the key for encryp-
tion at every session, and distribution of sig-
nificant key in advance. are suggested.  

Lastly, to protect private information, 1. 
Restrict authorities to access device. 2. Man-
age the password. 3. Full encryption of all 
data stored in devices. 4. Manage and store 
all device access history. are proposed. 

Smart Home, devised for convenience and 
constantly being advanced over time, has be-
come an important part of daily lives of hu-
man beings. In the light of Smart Home secu-
rity threats, affecting individuals and house-
holds, security has become a necessity, not 
an option. To enjoy Smart Home and its con-
venience to the full extent, consistent invest-
ment and research on the security should be 
conducted. 
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Abstract 

Recently, a growing number of cases of school violence at school sites have become contentious and become 

legal problems, and the phenomenon is deepening beyond what teachers can solve. In line with these social 

changes, the Act on the prevention of and countermeasures against violence in schools was enacted in 2004. 

However, a number of complementary points are being discussed regarding the formation and operation of 

an autonomous committee for countermeasures against school violence under the current law. As the 

autonomous committee, which plays the most direct role as a response to school violence, needs to operate 

efficiently, the study explored the development direction through the analysis of current statutes and prior 

studies. The preceding studies presented various conclusions, but in common they suggested a lack of expertise 

in the formation of autonomous committees. It also said it lacked counseling and other support for the victims.  

Based on these problems, the study presented the following improvement directions. The first is the 

strengthening of the professionalism of the autonomous committee. The results of the preceding studies show 

that non-professional parent representatives include a majority, weakening their professionalism. Therefore, the 

need to expand the participation of external members in order to secure expertise is recognized. 

The second is the expansion of exclusion and recusal and the broad-basedization of the autonomous 

committee. It will be necessary to expand the system of exclusion and recusal in conjunction with the 

strengthening of professionalism. In order to eventually resolve this issue, the broad-basedization of the 

autonomous committee should also be considered. 

The third, parents' education closest to students should be required so that education can be conducted within 

the home. However, since such parents' education cannot be enforced under the current law, there is a need to 

establish a rule to supplement it.  

Finally, it is necessary to bring the victims' support to reality. In order to make the support of the victims a 

reality, it may be possible to activate the counseling function, including professional social workers, in the form 

of autonomous committees. Another is the use of the expertise of the Korea Crime Victim support Center.  

This improvement will serve as a positive aspect of the autonomous committee's activities to reduce school 

violence. 

 
[Keywords] Criminal, School Violence, Autonomous Committee, Crime Prevention, Strengthening of the 

Professionalism   

 

1. Introduction 

At present, our society is becoming longer, 
more violent and less aged, with sexual vio-
lence occurring between teenagers, bullying 
by friends, bullying by school violence, which 

leads to serious illness or death. Moreover, 
with the development of smartphones and 
the Internet, the forms of school violence are 
becoming diverse[1]. 
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Recently, a growing number of cases of 
school violence at school sites have become 
contentious and become legal problems, and 
the phenomenon is deepening beyond what 
teachers can solve. In line with these social 
changes, the Act on the Prevention of and 
Countermeasures against Violence in 
Schools(hereinafter referred to as School Vi-
olation Prevention Act) was enacted in 
2004[2]. 

With the enactment of the law, counter-
measures for efficient and open handling of 
school violation problems without concealing 
them, but school violation still exists in vari-
ous forms[1]. 

Many contents of the school violence pre-
vention law have been revised and supple-
mented through 22 revisions, including the 
revision of other laws and the revision of the 
school violence prevention law, until the re-
vision in 2017. The need for such a revision 
shows the importance of understanding and 
preventing more essential school violence 
through the law[3]. 

However, a number of complementary 
points are being discussed regarding the for-
mation and operation of an autonomous 
committee for countermeasures against 
school violence(hereinafter referred to as 
"autonomous committee") under the current 
law. As the autonomous committee, which 
plays the most direct role as a response to 
school violence, needs to operate efficiently, 
the study will explore the development direc-
tion through the analysis of current statutes 
and prior studies. 

 

2. Analysis of Previous Studies 

Previous studies generally share the need 
for an autonomous committee. However, 
there are features that suggest a variety of 
improvement measures. 

First, Kim LJ(2013) proposed a revision to 
the composition of the autonomous commit-
tee in his study on prevention of school vio-
lence. She said it would be desirable to use 
the autonomous committee as a kind of advi-

sory body consisting of parents and some ex-
perts. It also suggested giving much power to 
elected superintendent of offices of educa-
tion. It also said that because there is a lack 
of professional counseling personnel for 
school violence and limited protection 
measures, the government should seek ways 
to strengthen support for the victims[1]. 

And Chang MH(2014) conducted an analy-
sis of elementary school teachers' perception 
of the operation of the autonomous commit-
tee. The study first suggested that teachers 
should be required to provide education on 
the operational regulations of the autono-
mous committee. She suggested for the sec-
ond time that there was a problem with the 
rule that requires a majority of the autono-
mous committee members to be parents, and 
finally reported a lack of consultation bodies 
and professional counselors to protect the 
victims[2]. 

Lee CB(2015) studies surveyed school re-
source officers about their perception to-
wards the function of the autonomous com-
mittee, its member, and the response of the 
principal to school violence. 

The results indicated that the officers 
thought the autonomous committee did not 
very well for the function of protecting the 
victim’s rights. In addition, he believed that 
the participation of parents needs to be lim-
ited in the membership, and more experts 
should be included in the membership of the 
autonomous committee. He also thought the 
principals should be tough in dealing with 
school violence. The discussion includes ideas 
about improving professionalism of the mem-
bership and making changes on the related 
regulations[4]. 

In the study by Jung HG(2017), the follow-
ing points were presented. 

First, it needs to establish regulations of 
system and operation for improvement of 
dedicated organizations and to strengthen 
the support and counseling activities for heal-
ing students to protect the victims. 

Second, it is necessary to improve the dis-
pute conciliation system to transfer the tasks 
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related to the dispute mediation and to en-
sure professionalism of the autonomous 
committee as well as clearly define the func-
tions and roles of the autonomous committee. 

Third, in the case of victims ’  protection 
and guidance and education for aggressors 
rather than punishment, the dedicated or-
ganization must handle it without opening 
the autonomous committee if it is judged that 
there is no problem as a result of the violence 
or damage[3]. 

And Han JK(2018) analyzed the procedures 
for handling school violence in order to pre-
vent school violence. The analysis results are 
as follows: 

First, in case of Non-serious violence 
school violence, it is necessary to give an op-
portunity to terminate the matter through 
the period of conflict adjustment between 
stakeholders at the stage of the Exclusive 
Units for School Violence, which is the stage 
before the autonomous committee. 

Second, in order to ensure the fairness and 
professionalism of the school violence han-
dling procedure, the current regulation, 
which consists of a majority of the members 
of the autonomous committee, should be re-
vised. In addition, she proposes a plan to es-
tablish the autonomous committee at the Ed-
ucation Support Office instead of installing it 
at each school. This will enable school teach-
ers to focus on education, and the committee 
will be able to maintain a consistent process 
based on uniform standards[5]. 

There are also studies that have been ap-
proached in terms of restorative justice. Yun 
TH(2017) argued the present efforts cannot 
be free from some negative evaluation that 
the measures to prevent school bullying 
taken so far by the government seem to be 
too formal and slipshod to take effect. He also 
stressed that both perpetrators and victims, 
through their own self-reflection efforts, 
should establish a system to safely return to 
society, forming a new paradigm in the field 
of general criminal justice[6]. 

In Lee HJ(2017)' study, the procedure of 
school violence prevention, the detailed 

standard and the autonomous committee 
were examined, and the following improve-
ment measures and legislative examples 
were presented based on the problems. 

She argued that the autonomous commit-
tee should be fair and professional, however 
there was a problem that parental committee 
accounts for a majority, and it is difficult to 
appoint specialists at the unit school. There-
fore, she insisted that the committee should 
be established by the Education Support 
Agency to secure fairness and professional-
ism and to reduce the burden on the unit 
school[7]. 

The above preceding studies presented 
various conclusions, but in common they sug-
gested a lack of expertise in the formation of 
autonomous committees. It also said it lacked 
counseling and other support for the victims. 
Based on this awareness of the problem, I am 
looking at the current statutes and am trying 
to find ways to improve them. 

 

3. The Act on the Prevention of and 
Countermeasures against Violence in 
Schools 

3.1. Purpose and definition 

The purpose of the School Violation Pre-
vention Act is to protect the human rights of 
students and raise students as healthy mem-
bers of society through the protection of vic-
tim students, the guidance and education of 
aggressor students, and mediation between 
victim students and aggressor students, by 
providing for matters necessary for the pre-
vention of and countermeasures against vio-
lence in schools[8]. 

The school violence means any action com-
mitted against students inside or outside of 
school premises resulting in a physical or 
mental injury, or damage to property through 
a battery, assault, confinement, threat, kid-
napping, abduction, defamation, insult, ex-
tortion, coercion, forced errand, sexual vio-
lence, bullying, or cyber-bullying, or with ob-
scene or violent information via an infor-
mation and communications network[8]. 
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3.2. Establishment and functions of auton-
omous committees   

Each school shall establish an autonomous 
committee for countermeasures against 
school violence to deliberate on matters re-
lated to the prevention of and countermeas-
ures against school violence: provided, that 
at least two schools may establish a joint au-
tonomous committee after filing a report 
with the superintendent of the relevant office 
of education on any ground prescribed by 
Presidential Decree. Ground prescribed by 
Presidential Decree means where the victim 
student and the aggressor student in a school 
violence case are enrolled in different 
schools[9].  

Each autonomous committee shall deliber-
ate on the following matters for the preven-
tion of and countermeasures against school 
violence.  

- Establishing a school system to prevent 
school violence and to develop countermeas-
ures against school violence;  

- Protecting victim students;  

- Guiding and punishing aggressor students;  

- Mediating disputes between victim stu-
dents and aggressor students;  

- Other matters prescribed by Presidential 
Decree. Other matters prescribed by Presi-
dential Decree means measures suggested by 
the responsible teacher or the representative 
of the student council regarding prevention 
of and countermeasures against school vio-
lence. 

Each autonomous committee may request 
the head of the relevant school and the chief 
of the competent police station to provide 
data concerning school violence that has oc-
curred in the relevant area. 

3.3. Composition and operation of autono-
mous committees 

An autonomous committee shall be com-
prised of at least five to up to ten members, 
including one chairperson; a majority of the 
total members shall be commissioned from 
among representatives of parents directly 

elected at a parents conference, as pre-
scribed by Presidential Decree: Provided, 
That if it is impracticable to elect representa-
tives of parents at a parents conference due 
to any extenuating circumstance, representa-
tives of parents may be elected at a confer-
ence consisting of representatives of every 
class.  

Members of an autonomous committee 
shall be appointed or commissioned by the 
head of the relevant school, from among the 
following persons:  

- The deputy head of the relevant school;  

- Teachers with work experience in student 
guidance and counseling, among teachers of 
the relevant school;  

- Representatives of parents elected in ac-
cordance with Article 13(1) of the Act;  

- Judges, prosecutors, and attorneys-at-law;  

- Police officers of the police station having 
jurisdiction over the relevant school;  

- Licensed physicians;  

- Other persons who have abundant 
knowledge and experience in prevention of 
school violence and protection of juveniles[9].  

Meetings of an autonomous committee 
shall be held at least once a quarter, and the 
chairperson of an autonomous committee 
shall call a meeting under any of the following 
circumstances:  

- Where requested by at least 1/4 of the 
members registered with the autonomous 
committee;  

- Where requested by the head of a school;  

- Where requested by a victim student or 
his/her parents;  

- Where the occurrence of school violence 
is notified or reported to the committee;  

- Where the fact that an aggressor student 
has threatened or retaliated against a victim 
student is notified or reported to the commit-
tee;  
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- Other cases deemed necessary by the 
chairperson.  

Each autonomous committee shall prepare 
and keep meeting minutes stating the date, 
place, members present, discussion and mat-
ters for resolution of the meeting. 

3.4. Composition and operation of autono-
mous committees 

If an autonomous committee deems it nec-
essary for the protection of a victim student, 
it may request the head of the relevant school 
to take any of the following measures(or sev-
eral concurrent measures) for the victim stu-
dent: Provided, That the head of a school may 
take any measure under subparagraph 1, 2, or 
6 before the autonomous committee re-
quests such measure, if he/she deems that an 
urgent measure is required for the protection 
of a victim student or receives a request for 
urgent protection from a victim student:  

1)Psychological counseling or advice by ex-
perts from within and outside school;  

2)Temporary protection;  

3)Treatment and recuperation for treat 
ment;  

4)Change of class;  

5)Other measures necessary for the pro 
tection of a victim student. 

3.5. Mediation of disputes  

An autonomous committee may mediate a 
dispute arising in connection with school vio-
lence. The duration of mediation of a dispute 
shall not exceed one month.  

The mediation of a dispute arising in con-
nection with school violence shall include the 
following matters:  

- Mediation for settlement of damages be-
tween the victim student and the aggressor 
student or his/her guardian;  

- Other matters the autonomous commit-
tee deems necessary.  

If an autonomous committee deems it nec-
essary for the mediation of a dispute, it may 
investigate into the facts relevant to a case of 

school violence with the cooperation of re-
lated authorities. Also, if an autonomous 
committee intends to mediate a dispute, it 
shall notify its intention to the victim student, 
the aggressor student and his/her guardian.  

 

4. The Direction of Improvement of the 
Autonomous Committee 

Based on the above preceding studies and 
current laws, I intend to present the develop-
ment direction of the operation of the auton-
omous committee. 

4.1. The strengthening of the professional-
ism of the autonomous committee 

The results of the preceding studies show 
that non-professional parent representatives 
include a majority, weakening their profes-
sionalism[1][10][11]. Therefore, the need to 
expand the participation of external mem-
bers in order to secure expertise is recog-
nized. In order to make participation of out-
side experts a reality, the committee should 
be formed with experts in criminal justice, in-
cluding professors in relevant departments. 
To this end, the government should revise the 
rules for the composition of the autonomous 
committees, which comprise a majority of the 
committee members as parents. Specifically, 
more than two-thirds of the experts will have 
to be organized. This should include the per-
son with the relevant degree. 

4.2. Expansion of exclusion and recusal and 
the broad-basedization of the autono-
mous committee 

It will be necessary to expand the system 
of exclusion and recusal in conjunction with 
the strengthening of professionalism. Many 
parents in the same area are linked to school 
ties and delays. This is because it is difficult 
to expect fairness from the committee mem-
bers who are highly relevant to the perpetra-
tors and the victims even if they are not 
linked by blood. 

In order to eventually resolve this issue, 
the broad-basedization of the autonomous 
committee should also be considered. It can 
be expected that there will be less likelihood 
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of recusal among members of the broadened 
autonomous committee. It would be appro-
priate to open it as a unit of the Educational 
Support Agency. 

4.3. The strengthening of parental educa-
tion  

The beginning of students' violence and 
flight often comes from families, not from 
their school days. And with current education 
taking place in a short period of time, it is 
hard to expect the effect of reducing school 
violence. Therefore, parents' education clos-
est to students should be required so that ed-
ucation can be conducted within the home. 
However, since such parents' education can-
not be enforced under the current law, there 
is a need to establish a rule to supplement it. 
The effectiveness of the system should be en-
sured by introducing the contents of the 
crime not prosecuted against objection[5] as 
claimed in some studies or by including pa-
rental education condition measures. 

4.4. The Realization of victims' support 

In order to make the support of the victims 
a reality, it may be possible to activate the 
counseling function, including professional 
social workers, in the form of an autonomous 
committees[12]. 

Another is the use of the expertise of the 
Korea Crime Victim support Center. Using the 
Korea Crime Victim support Center, which is 
set up by region, could achieve the realization 
of support for victims. These points should be 
further defined in the law. 

 

5. Conclusion 

The reality of Korean education is that de-
spite various efforts being made on the issue 
of school violence, the seriousness of it has 
not decreased. To reduce school violence, the 
School Violation Prevention Act was enacted 
in 2004 in line with these social changes. 

Although the autonomous committee un-
der the law is in operation, various opera-
tional problems are being discussed. 

The preceding studies presented various 
conclusions, but in common they suggested a 
lack of expertise in the formation of autono-
mous committees. It also said it lacked coun-
seling and other support for the victims.  

Based on these problems, the study pre-
sented the following improvement directions. 

The first is the strengthening of the profes-
sionalism of the autonomous committee. The 
results of the preceding studies show that 
non-professional parent representatives in-
clude a majority, weakening their profession-
alism. Therefore, the need to expand the par-
ticipation of external members in order to se-
cure expertise is recognized. 

The second is the expansion of exclusion 
and recusal and the broad-basedization of 
the autonomous committee. It will be neces-
sary to expand the system of exclusion and 
recusal in conjunction with the strengthening 
of professionalism. In order to eventually re-
solve this issue, the broad-basedization of the 
autonomous committee should also be con-
sidered. 

The third, parents' education closest to 
students should be required so that educa-
tion can be conducted within the home. How-
ever, since such parents' education cannot be 
enforced under the current law, there is a 
need to establish a rule to supplement it.  

Finally, it is necessary to bring the victims' 
support to reality. In order to make the sup-
port of the victims a reality, it may be possible 
to activate the counseling function, including 
professional social workers, in the form of an 
autonomous committee. Another is the use 
of the expertise of the Korea Crime Victim 
support Center.  

Through the improvement of school vio-
lence procedures, such as the above, the cur-
rent school violence prevention law will be 
able to secure practical validity and proce-
dural equity, and will positively affect the re-
covery of the victims' damages. 
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Abstract 

Teenage SNS cyber verbal abuse affect not only mental but also physical features of daily lives, bringing ex-

periences of rage, demoralization and senses of outrage and humiliation. Juvenile SNS cyber verbal abuse may 

induce mental․physical in daily lives, as well as in school lives, critically harming the personality of a victim. 

The thesis aims at contemplating causes and countermeasures of cyber verbal abuse in juvenile SNS language 

uses in such a mobility society. 

Thus, observing the juvenile SNS usage state, the notion and types of cyber verbal abuse is proposed. Further, 

based on the context, causes and countermeasures of the juvenile SNS cyber verbal abuse are considered. 

The thesis suggests the causes of juvenile SNS cyber verbal abuse in terms of SNS media feature, internal 

characteristic of the juvenile and educational aspect. 

In addition, a campaign to eliminate school verbal abuse by the police, mentoring curriculum associated with 

each social institution and character education are revised in a societal manner, and langage education to pre-

vent juvenile SNS verbal abuse in an educational manner as countermeasures against the juvenile SNS cyber 

verbal abuse. 

Guiding an appropriate direction for juvenile SNS language use in the mobility society, the thesis would con-

tribute to discover a meaning in educational and sociocultural aspects. Moreover, the thesis would contribute to 

counteracting against juvenile SNS verbal abuse and to an adequate guidance of juvenile language uses. 

[Keywords] Mobile, SNS, Cyber Verbal Abuse, Law Enforcement, Crime Prevention  

 

1. Introduction 

Verbal abuse refers to communication in-
ducing severe humiliation either by an indi-
vidual or a community[1], and to linguistic ex-
pression to harm and assault identity of oth-
ers, committing intentional insult, contempt, 
critics, belittlement, sarcasm, mockery, con-
demnation, threat, oppression and assault. 

Verbal abuse, in accordance with ways to 
harm identities of others, condemns appear-
ance, character and background, and is a ma-
licious behavior expecting others to go amiss, 
a harassing behavior to make others raged or 
threatening behaviors taking an advantage of 
weaknesses and flaws of others[2]. 

Most victims of verbal abuse counteract 
passively, assuming their own fault as the 
causes or falling into hesitation due to fear 
and anxiety, rather than actively[3], and re-
sult in experiencing mental damage without 
any proper counteract against the abuses. Be-
ing consistently exposed to verbal abuse in 
conflicting situations, the assailant depicts 
oneself negative and hostile, being tied to 
such emotions, hence relies on verbal as-
saults, particularly focusing on self-concept 
of others, rather than objective logic - that is, 
a negative result[4]. Emotional·verbal abuses 
may cause various psychological·mental 
damages, and even bring serious issues if the 
abuses are chronically neglected[5]. 
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Likewise, verbal abuse induces serious 
damage to identity of others, thus influence 
not only psychological but also physical as-
pects of daily lives, bringing experiences of 
rage, demoralization and senses of outrage 
and humiliation. 

Owing to technological development and 
commercialization of smartphones, people 
use SNS. Utilization of SNS helps formation of 
human interaction through its online plat-
forms, enabling establishment of private net-
works. As use of mobile increases, communi-
cation with diverse people via SNS(Social Net-
work Service), but without spatial and time 
constraints, has been enabled. Communica-
tion vis mobile messengers is committed as 
Mediated Communication, a character of SNS 
communication. At this stage, SNS cyber ver-
bal abuse is often easily generated. 

The research aims at contemplating causes 
and countermeasures of juvenile SNS lan-
guage uses in mobility society. First, juvenile 
SNS usage state would be observed and the 
notion and type of cyber verbal abuse would 
be proposed. Then, based on the context, 
causes and countermeasures of juvenile SNS 
cyber verbal abuses would be considered. 

 

2. Juvenile SNS Language Use State  

SNS(Social Network Service), an online ser-
vice enabling network establishment among 
people with shared activities and particular 
interests, has emerged as a sociological and 
academic hot potato, recently, - for example, 
Facebook and Twitter. SNS with functions of 
disclosure of personal information, network 
establishment and its disclosure, posting 
opinions and information, and mobile sup-
port, has its distinctive characteristics, and 
their each aspect obtains attention from dif-
ferent perspectives. SNS is placed at the cen-
ter of controversies due to its consequences 
and issues. SNS serves functions to generate 
and spread social issues, to share experiences 
via expansion of human network and cultiva-
tion of quantitative·qualitative performance 
by collective power, hence is superior over 
other media. In a situation, which 100.0% of 

Korean juveniles are using the Internet, juve-
nile SNS addiction will significantly be dis-
cussed. According to the data from the Na-
tional Statistical Office[6] and the Ministry of 
Gender Equality and Family[7], 77.2% of 10-
19 juvenile was in over-reliance on 
smartphone and used SNS. In particular, mid-
dle and high school students utilized SNS at a 
high ratio. Furthermore, juvenile with over 
200 acquaintances conncected through SNS 
was 21.6%, and their purposes to use SNS 
were seeking for information and pleasure, 
and friendship. As SNS performs interaction 
with others and allows self-expression simul-
taneously, thus its relationship function is 
clearly distinct. Such a function is closely 
linked to the development stage of the juve-
nile who value peer relationship[8]. 

It is notable that the linguistic life of the 
juvenile is mainly held in SNS. SNS is a private 
space, but is accessible by anyone. Within the 
space, the juvenile presents their private 
characteristics, communicate with others and 
diverse linguistic cultures. Such a SNS feature 
interlocks with dynamic and progressiveness 
of the juvenile, hence their writing and im-
ages are disclosed to the society and affect on 
daily lives of their own and others. 
 

3. Notion and Types of Cyber Verbal 
Abusing 

Cyber verbal abusing refers to insulting, 
slandering, or spreading false information to 
others via online bulletin boards, chatrooms, 
email, and others. This kind of action is also 
called as ‘Flaming’. Flaming is defined in var-
ious ways, but its definition is described as 
constantly discussing in an extreme, mocking 
way, and this is typically accompanied with 
insults, personal attack alongside expressing 
rude and extreme hostility[9]. 

Cyber verbal abusing is being considered as 
a less-severe issue since this issue is included 
in the same context with minor issues like en-
countering explicit content and other inap-
propriate activities instead of hacking virus 
spreading, personal information hacking 
spam email spreading, cyber gambling and 
other major cyber-crimes[10]. However, this 
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notion only makes sense to the verbal abus-
ing part. 

Cyber-crimes are divided into multiple fac-
tors, and typical cyber-crimes like hacking vi-
rus spreading, personal email hacking spam 
email spreading, cyber gambling, cyber theft, 
piracy, cyber sexual assault, cyber slandering, 
cyber verbal abusing are also included. In a 
bigger array, crimes can be divided into new 
types of terrorism-related hacking crime, 
property asset fraud and burglary in cyber-
space, old-fashioned cyber assault and re-
lated violent crimes, and sexual assault along 
with slandering. 

In the bigger array context, verbal abusing 
can be defined as a behavior related to vio-
lence crime, and has three different kind of 
variations. The first one is simple insult, sec-
ond is spreading rumors or false information, 
and the last one is committing sexual harass-
ment via posting obscene conversations or 
sexually inappropriate posts. In other words, 
according to the first variation, the term 
‘cyber verbal abusing’ only includes the hos-
tile concept the insults and inappropriate lan-
guage connotes. However, if cyber verbal 
abusing is defined in a larger array, this can 
be interpreted as cyber assault, which means 
that the second and third variation can also 
be discussed in the same criterion. Therefore, 
cyber verbal abusing turned out to be a se-
vere act of crime which cannot be considered 
as a minor problematic behavior if we inter-
pret this kind of behavior with a larger array 
rather than a smaller array. 
 

4. Causes and Countermeasures of Ju-
venile SNS Cyber Verbal Abuse 

This chapter would monitor causes and 
countermeasures of juvenile SNS cyber verbal 
abuses. 

4.1. Causation of juvenile cyber verbal 
abuse 

Juvenile SNS cyber verbal abuse tends to 
occur due to several reasons. Causation of ju-
venile SNS cyber verbal abuses can be catego-
rized into undeniable nature of the social net-

work service, environmental reasons, and in-
terpersonal reasons, and lastly educational 
reason. These reasons will be examined 
throughout following clause. 

4.1.1. Natural trait of SNS media 

1)Anonymity and Disinhibition  

  Within the subject of cyber verbal abuse, 
one of the most frequently mentioned cause 
of the problem is cyber anonymity. Anonym-
ity of cyberspace not only brings down self-
consciousness but also interferes with self-
regulation causing disinhibition. 

2)Lack of Control within Cyberspace and 
Insufficient Punishment  

  Once the information gets sent out to 
the unspecified individuals, according to the 
principle anyone can have access to the infor-
mation has been released. Due to the open 
nature it is hard to regulate cyber verbal 
abuse. On top of that due to anonymity of the 
cyberspace it is not only hard to pinpoint the 
suspect. Since cyber verbal abuses do not 
have direct correlated with physical abuses 
therefore the awareness of the abuse is com-
parably lower than other crimes. Since cyber 
verbal abuses are considerably small com-
pared to other matters, police perform pas-
sively towards the matter. Also, if the victim 
fails to gather up the evidence it is hard to 
advance forward with the case. Moreover, in 
reality due to the lack of investigators it is 
hard to expose the criminal.  

3)Relation between Internet Usage Time 
and Possibility of Being Exposed to Potential 
Violence 

The fact that accidental cyber verbal abuse 
happens is a proof that those who spend ma-
jority of their time online and internet addicts 
have higher expose rate to violence and ex-
posure has direct correlation with cybercrime 
rate. 

4.1.2. Socio-environmental reasons 

1)Manifest in Group Identity  

  Although cyberspace is created to share 
different opinions the truth is that it attracts 
those with similar perspectives and mindset 
and excludes those with different thoughts. 
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Cyber verbal abuse happens due to the fric-
tion caused during the elimination process 
within the cyberspace.  

2)Cyber Cultural Environment   

Cultural aspect of internet is one of the 
causations of cyber verbal abuse. Cultural 
norms within the cyberspace has crucial ef-
fect on users. If Juveniles, spend most of their 
time online.  They will be influenced by all 
the criticisms and comments from cyberspace. 
Which will eventually lead to potential cyber 
verbal abuse.  

3)Individual Attitudes and Lack of Ethical 
Sense  

Increased usage of internet will slowly re-
form not only one’s attitude towards cyber 
verbal abuse but also increase their chance in 
partaking in cyber verbal abuse. Since cyber-
space has a notion of artificial environment, 
meditated society, lack of realization of real-
ity, it decreases user’s understanding of se-
verity of cyber verbal abuse. Therefore, Indi-
vidual attitudes and lack of ethical sense can 
be considered one of the main causes of 
cyber verbal abuse. 

4.1.3. Cyber verbal abuse caused by per-
sonal characteristics of juvenile 

Juvenile’s personal characteristics and has 
close relationship with cyber verbal abuse. 

1)Fun and curiosity  

Cyber verbal abuses are often caused due 
to simple curiosity and for lack of fun. Juve-
nile tend to view cyberspace as a play area. 
Therefore instead of using it for web search-
ing and for work, they tend to use the inter-
net for gaming purposes. However, once they 
get addicted to the environment where there 
is no restriction juveniles will act based upon 
their emotions. Also, this will lead them to 
commit a cyber-crime without them knowing.  
Existing researches reviled that some hackers 
tend to hack solely base on curiosity without 
any guilt cyber sexual harassments are 
caused in order to entertain certain users. 

2)To boast Oneself 

Those who frequently go thought cyber 
verbal abuse often lack in self-confidence, 

lack in achievement, therefore they suffering 
from inferiority disorder. The concept of 
boasting undermines the idea of exposing 
their ego to the public in order to relieve their 
inferiority. 

3)Release of Daily Stress 

Cyber verbal abuse can be seen as a reac-
tion created while exposing and releasing 
stress. There are lack of sense of reality in cy-
berspace and it is meditated society users us 
cyber verbal abuse as a scapegoat to release 
their stress and tension. Therefore, cyber ver-
bal abuse can be seen as a way to release ju-
veniles stress and tension. 

4)Lack of Self-Control 

Out of all the categories accidental and im-
pulsive reasons take up the majority of the 
reason for the cyber verbal abuse. Regarding 
the data ability to control oneself is directly 
correlated to cyber verbal abuse[11]. 

4.1.4. Cause derived from educational as-
pects 

The cause of juvenile SNS cyber verbal 
abusing can also be approached in the educa-
tional aspect as well.  

First of all, home education and parent-re-
lated aspects are related to educational as-
pect. The modern society can be described to 
be in a severe state of lacking home educa-
tion due to parents’ aspirational value, 
change of family structure, and increase in 
number of dual-income families. Due to these 
changes, if juveniles do not receive efficient 
amount of home education from their par-
ents along with lacking proper household en-
vironment, then these juveniles have poten-
tial to expose their extremely unstable men-
tality, desire via SNS. 

The linguistic environment of all families 
inflict substantial influence to children and 
juveniles’ development. Inappropriate lan-
guage environment within families can act as 
a crucial cause to juvenile delinquency and vi-
olent behavior, and especially among linguis-
tic environment within the family, if insults 
were involved during parent-child communi-
cation, these experiences can negatively af-
fect juveniles and cause them to commit 

http://www.j-institute.com/


18 

J-INSTITUTE.JP 

cyber verbal abusing. On the other hand, ju-
veniles’ experience of being insulted by their 
parents can be the major cause of causing ju-
venile SNS cyber verbal abusing. 

Besides this, parental monitoring and juve-
nile SNS cyber verbal abusing is strongly con-
nected. According to C. Kim and K. Rim[12], 
one of the major causes of negative factors 
which affect juvenile deviation is lack of pa-
rental monitoring and lack of communication. 
Like this, parent-related aspects and home 
education is strongly connected to juveniles’ 
problematic behaviors. 

Also, lack of linguistic education at school 
along with home education and family-re-
lated aspects can also be a cause of calling ju-
venile SNS cyber verbal abusing. 

4.2. Solutions for counteracting to juvenile 
SNS cyber verbal abusing 

This clause will attempt to propose the so-
lution for counteracting to juvenile SNS cyber 
verbal abusing by approaching this issue 
through an educational aspect and a social 
aspect. 

4.2.1. Solutions when approaching issue 
via educational aspect 

In order to counteract to juvenile SNS 
cyber verbal abusing, home education must 
be properly conducted by parents to juveniles. 
Parents must conduct home education along 
with setting an example to juveniles with firm 
values so that juveniles can develop the emo-
tion of caring and respect. 

Along with home education, education re-
garding proper language must be conducted 
at school as well based on home education 
and practical education. For this, there is the 
need to seek solutions for developing teach-
ing programs targeting juveniles to conduct 
proper language and cultivate humanistic 
knowledge. Furthermore, debate sessions for 
juveniles’ self-reflection of their rhetoric is 
required so that they can fix their mistakes 
and apply their new attitude into action. 
Along with these requirements mentioned 
above, schools have to conduct language and 

characteristics education in a more system-
atic method and endorse juveniles to have a 
more considerate and cooperative attitude. 

4.2.2. Solutions when approaching issue 
via social aspect  

In the social aspect, juvenile SNS cyber ver-
bal abusing must be countered with a full col-
laboration between social organizations 
along with related activities. Also, cyber eth-
nics education sessions need to be conducted 
in collaboration with the government, social 
organizations, media organizations, and more 
so on. 

For example, the police and related law en-
forcement agencies need to conduct guid-
ance campaigns for exterminating school ver-
bal violence to multi-cultural family children 
in collaboration with schools and other re-
lated social organizations in a regular basis. 
Along with collaboration programs, there is 
the need for juveniles to be warned about ju-
venile SNS cyber verbal abusing and the legal 
punishment for related acts. To continue, 
there are some speculations that there is also 
the need for social organizations over all 
fields to collaborate and create programs like 
proper language sessions so that juveniles 
can realize the importance of proper conver-
sation themselves and indicate the problems 
and dangers of cyber verbal abusing. 

Besides this, student-to-student or stu-
dent-to-social organization mentoring ses-
sions for preventing SNS cyber verbal abusing 
can also be a meaningful solution. Also, 
schools and social organizations regardless of 
their field affiliation must collaborate and in-
itiate a basic and regular personality educa-
tion on a society level. 

 

5. Conclusion 

To conclude, this research has classified 
the cause of juvenile cyber verbal abusing 
into cause derived from the characteristic of 
SNS, sociological cause, juvenile’s internal 
characteristic-related cause, and educational 
cause. Also, this research also scoped on so-
lutions to juvenile SNS cyber verbal abusing in 
educational and social aspects. 
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Juvenile SNS cyber verbal abusing inflicts a 
critical damage to the victim’s personality, 
and this can affect the not only the victim’s 
school life, but also incur psychological and 
physical problems. 

Hereupon, there are expectations for this 
research to be able to contribute in providing 
guidance to juvenile’s appropriate language 
culture, and counteracting to juvenile SNS 
cyber verbal abusing. 
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